EBAN Quick Start
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1.0 Product Overview

1.1 Welcome

Thank you for choosing Enterprise Boot And Nuke (“EBAN”), the most powerful, flexible,
and open data clearing solution for IT professionals.

EBAN is software that overwrites hard disk storage media to prevent the recovery of

data. During the process, EBAN also performs basic hardware diagnostics and provides
hardware manifest reporting for inventory systems.

1.2 Getting Help

Sending email to ebansupport@geepglobal.com is the fastest way to get assistance
from EBAN Technical Support.

1.3 Definitions




EBAN Client
The software that does disk clearing.
Target Computer
The computer that runs the EBAN Client software with HDD's to be cleared.
EBAN Server
The software that delivers the EBAN Client and keeps the database of results.
Host Computer
The computer that runs the EBAN Server software.
Processing Segment
The ports on an Ethernet switch that share broadcast traffic with the EBAN
Server.

2.0 System Requirements

2.1 Hardware Requirements

Target Computers

386-class processor, or better.

16 megabytes of memory, or more.

Ethernet interface.

Boot capable by network (“PXE”) or CD-ROM.

AMDG64 and EMT64 computers, in both 32-bit and 64-bit modes, are compatible.
Host Computer

586-class processor, or better. (Pentium, Athlon, etc.)

512 megabytes of memory. (1 gigabyte or more recommended.)
10 gigabytes of local storage.

Ethernet interface.

Network
« Unmanaged Ethernet switch or hub (Cisco switches are not supported)

2.2 Software Requirements

Target Computers
e Any.
Host Computer

o Full local Administrator privileges.



» Microsoft Windows 2000, Windows XP, Windows 2003, Windows Vista, or
Windows 7 (EBAN does not run consistently with Windows Server operating
systems)

Using the “Run As” utility or doing other kinds of privilege escalation is inadequate for

EBAN installation. You must be a member of the local Administrators group or a
member of the Domain Admin group to install the software.

3.0 Software Installation

3.1 VMware Player Installation

The EBAN Server runs in a VMware Player window.

1. Log On to the Host Computer as a local Administrator.

2. Disable any anti-virus or firewall software that prevent changes to the network
configuration. (This must be done to assure proper operation of the EBAN Server
in the VMware Player.)

3. If the Host Computer is a domain member, then disable all group policy objects
that prevent changes to the network configuration.

4. Double-click the VMware Player Installer previously downloaded.
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B.951941, 7085, 413, TOBL598, 1080 307, TTI0ES, 1M, M5, 7 FIRAS1, 7,145,243 and 1155 558; patents pending.




6. Click the series of Next buttons to accept the install defaults until the Installation
Wizard Complete appears.

i@ VMware Player

X

Welcome to the Installation Wizard for
YMware Player

The installation wizard will inskall YMware Playver on waour
computer, To continue, click Mext.

WARMNIMNG: This program is pratected by copyright law and
inkernational kreaties,

< Back L Mext = J [ Cancel ]

7. Click the Finish button.

X

Installation Wizard Completed

The installation wizard has successfully installed YMvware
Player, Click Finish to exit the wizard,

8. Read the VMware EULA, click the "Yes" option, and click the OK button. In some
cases, the VMware EULA may not display until the first time the EBAN Server is




launched.

52 VMware Player

License Agreement

Pleaze read the following license agreement carefully.

VMWARE MASTER END USER LICENSE AGREEMENT 3

NOTICE: BY DOWNLOADING AND INETALLING, COPYING OFK
OTHERWISE USING THE S0OFTWAERE, YOU AGEEE TO BE BOUND
BY THE TERME OF THIZ EULA. [F YOU DO NMOT AGREE TO THE
TERME OF THIZ EULA, YOU MAY NOT DOWMNLOAD, INSTALL,
COPY OR USE THE 50FTWAERE, AND YOU MAY RETURN THE
UMURED SOFTWARE TO THE VENDOR FEOM WHICH YOU
ACQUIRED IT WITHIN THIRTY (300 DAYTS AND REQUEST A
REFUND OF THE LICEMEE FEE, IF ANY, ALEEADY PAID UPON

W

%) Yes, | accept the terms in the license agreement

) Mo, | do not accept the terms in the license agreement

9. The VMware Player is now installed.

3.2 EBAN Server Installation

Log On to the Host Computer as a local Administrator.

Disable any anti-virus or firewall software that prevent changes to the network

configuration.

3. Disable all group policy objects, if in a domain, that prevent changes to the
network configuration.

4. Double-click the EBAN Server Installer previously downloaded.

£

N =

EBAM Server Installer
2007061800




5.

6.

Click the Install button.

(‘ EBAN Server Installer g|i|@

Install the Whware Flayer, or another Vhiware
compatible program, before runmng this mstaller. You can
get the YWivlware Player from the EBATN download site.

wend emad to supporti@ebanserver. com to get help.

This file 15 a EAE S5FX that can be unpacked on unix
systems with unrar, the GNOME fle roller, or the EDE
kio-rar helper.

Destination folder

;
|ngtallation progress

Inztall ] [ Cancel ]

The EBAN Server is now installed.

4.0 Starting EBAN

4.1 Starting the EBAN Server

Starting the EBAN Server on the Host Computer does not clear the Host Computer. The
Host Computer is never cleared.

1.

2.

»

Disconnect the Host Computer from your LAN. (Really do this, so that you don't
surprise yourself or your IT department.)

Reconnect the Host Computer to an unmanaged standalone ethernet switch or
ethernet hub. (For testing and trials, a simple network topology is preferred.
Network integration can be done later.) Use of managed switches such as Cisco
are not supported.

Log On to the Host Computer as a local Administrator.

You should get this warning from Microsoft Windows if the Network Connection is
configured to Obtain An IP Address Automatically. This warning may be ignored



until the EBAN Server starts.

j‘.} Local Area Connection )

This conneckion has limited or no conneckivity, You might ok
be able ko access the Internet or some nebwark resources,
For more infarmation, click this message.

Check your cables and switch if you get this error from Microsoft Windows.
Reseat, switch ports, or replace cables until this error is removed.

jr} Local Area Connection |

& nebwork cable is unplugged.

Click start -> Programs -> EBAN -> EBAN Server or use one of the EBAN Server
shortcuts setup during installation.

f@ EBAN (51 EBAN Server

£ | EBAN Server Console

Wait for the VMware Player to open and the EBAN Server to start. A message at
the bottom of the VMware Player window will display Powering on... followed by
Starting Appliance Services while the EBAN Server is loading.

—y

EBAN Server 2.2
GEEP EDS LLC

EBAM is ready when the "Open Browser” button appears below, A cold skark may require
several minutes,

Disable automatic sleep or power-of f options on the host computer because the EBAN Server
must be running For the EBAM Client to report,

Contact ebansupport@geepglobal.com or +1-866-969-3226 (366-WOW-EBAN) For help,

[ vmware



8. The EBAN Server is loaded and running when the message Ready. You can
press Open Browser button to start using this appliance. is displayed.

o A T = = Muare B = Ma

EBAN Server 2.2
GEEP EDS LLC

EBAN is ready when the "Open Browser" button appears below. A cold start may require
several minutes,

Disable automatic sleep or power-off options on the hast computer because the EBAN Server
st be running For the EBAM Client bo report,

Contact ebansupport@geepglobal.com or +1-866-969-3226 (S66-WOW-EBAN) For help,

‘,Q\‘ Ready. vou can pregs Open Browser button to gtart uging thiz appliance. Open Brovser

To direct input o this virtual machine, press Chi+G. = '-‘;_:' Iﬁ Iﬁ

9. Set the VM Player Preferences so the EBAN Server will close when you Exit the
VM Player. Click on the VMware Player drop down to display the menu shown
below and select Preferences.

EBAN Server 2.1 er pyer -

Help F1
l Upgrade to Warkstation

(5l vmware:

Abouk YMware Player
Enter ACE Cliert License, ..

L]

Current Yiew k
Preferences, .,

Shared Folders. ., L
Troubleshook »

Exit




10. The Preference settings should be set to match those shown below. Click OK to
save the Preference settings amd return to the EBAN Server screen.

%]

Preferences

E =it behavior
[ Confirm befare exiting the application

wihen exiting:
) Suspend the vittual machine

(%) Power off the virtual machine

WWeb update

[] Check the web for updates on startup

Removable devices
{*) Show on toolbar

) Show as menu

[ k. H Cancel ][ Help ]

4.2 Starting the EBAN Client - Clearing the Target Computer

Starting the EBAN Client on a Target Computer is destructive.

The EBAN Server must be running and on the same ethernet broadcast segment as the
Target Computer for the EBAN Client to load and run properly.

1. Power-on the Target Computer and wait for the POST screen. In this example,
the hint at the bottom says press "ESC for boot menu", so pushing the ESC
button will display a boot menu. Each computer will have a different POST



screen.
PhoenixBI0S 4.0 Release 6.0

opyright 1985-2001 Phoenix Technologies Ltd.
11 Rights Reserved

h39K Sustem RAM Passed
630 Extended RAM Passed

ouse initialized

ress F2 to enter SETUP. F12 for Metwork Boot. ESC for Boot Menu

Choose the "Network boot" item from the Boot Menu. This screen may look
different on your computer. "PXE" is the same thing as "Network boot". The list



may designate an Ethernet adapter for "PXE" or "Network boot".

+Renovable Devices
+Hard Drive
CD-ROM Drive

<{Enter Setup>

3. Wait for the Target Computer to get a network configuration from the EBAN
Server.

etwork boot from AMD AM79CI78A
opyright (C) 1997-2888 Intel Corporation

LIENT MAC ADDR: BB B8 B8 BB BB BB GUID: BABKBEBM-BBHB-BHBA-BHAB-BHBBRORAEAAR




4. Wait for the EBAN Client to load from the EBAN Server. (This is called the
"splash screen".)

5. Wait for the EBAN Client to start. (This is called the the "black screen".)

ncompressing Linux... 0Ok, booting the kermel.



6. Wait more for the EBAN Client to complete device registration. (This is called the

"blue screen".)
Enterprise Boot and Nuke 2087861888.geep is starting.
aiting for USB devices to register......................

7. The target computer is now being processed. The displayed information includes
the Overwrite Method, Verification setting, Processing statistics, and Target Disk

data.
Enterprize Boot and Huke Z2HH7HG1888.geep
Options Statistics
Linux Kernel (urandom) Runtime: BH:HB : 8B4
Mersenme Twister (mt19937ar-cok) Remaining: B8 :608: 88
Quick Erase Load Averages: BH.HB B.88 B.84
Last Pass Throughput : a
Rounds: 1 Errors: 2]

SCSI Disk
[BB8.88%, round 1 of 1, pass B of B]1 [blankingl [B Brs]

8. Once the target computer completes the process, a screen indicating PASS or
FAIL will display. The results are then reported back to the EBAN Server and a



Computer ID number is assigned.
EBAN succeeded.
All selected disks have been wWwiped.
arduware clock operation start date: Mon Jul B9 18:55:16 2887
arduware clock operation finish date: Mon Jul B9 185:55:49 2887

* SCSI Disk
Saving logs to A:~DBANLOG on removable media... done.

[Saving logs to http:-/ebanserver/eban/post/lshu. php...
OK: This is computer 1.

9. Once a Computer ID number has been assigned and displayed, the Target
Computer may be powered off.

5.0 EBAN Server Console

5.1 Reading Reports

1. Click Open Browser at the bottom of the VMware Player - Server screen. The
Server Console will open in a separate web browser window.

f:‘ EBAN Server Console: About - Windows Internet Explorer i =] B
i
@ y® | *r| | X Iﬁ_’ http:/f10.2.0.41 feban/index. php j - I:'Li\-'e Search R

File Edit View Favorites Tools Help

\.¢ Favorites @ ERAN Server Console: About

EBAN Server Console

Client Options Reporting

Enterprise Boot and Nuke g

Version: eban-2.2.6.2010052400
Copyright: GEEP EDS LLC and contributors
Trademark: Boot And Nuke is a registered trademark of GEEP EDS LLC.

Licensing




2. In the web browser, click Reporting -> Browse -> Wipe Results._

/= EBAN: zCI Computer Inventory System - Windows Internet Explorer

=10l x|

m = |‘9|! X ||g, http:ff10.2.0.41febanfrepaorting. php

j |E| If:' Live Search

[2]]

Fle Edit View Favorites Tools  Help

‘1’} Favorites Q EBAM: 2CI Computer Inventory System

EBAN Server Console

Client Options  » Reporting «
» Browse « Export

Licensing Help

Wipe Resulis Wipe Results
All Failed [ Passed Unreported
Comput: — S - e ———
s Date OEM Tag Disk Serial F
2010-05-26 24 \v2131vHZAD4E|5T3B0021A 3.19 3HV268TX DoD 5220.22-M pass
Components
14:50:54
2010-05-26 EE] 57E3Q11 ST340014A 3.04 SIX467NN DoD 5220.22-M pass
Search
Search 11:39:01
2010-05-26 32 GL41D61 ICZ5NOZOATDAO4-0 [DAZC  |63063T77953 DoD Short pass
11:35:39
2010-05-26 121 [4BMDZ81 ST380013AS 8.12 [AMRATSTA DoD Short pass
11:09:28
2010-05-26 L 57B3Q11 ST340014A 3.04 SIX467NN Quick Erase pass
09:14:43
2010-05-13 23 57B3Q11 ST340014A 3.04 SIX46TNN RCMP TSSIT pass
14:37:57 OPS-11
2010-05-14 22 57B3Q11 ST340014A 3.04 SIX467NN DoD 5220.22-M pass
15:02:44
2010-05-14 27 2UA4110605 |WDC WDS00IB- 17.0 WD-WMABES048623 [DoD Short pass
14:12:45 DOCR
2010-05-14 126 1MIWSB1 Maxtor 6L080MO BANC L20S3BMH DoD Short pass
14:10:08 L2053BMH
2010-05-14 25 B9HBSB1 HDS72B8080PLAZB0 |PF20  |PFDBSOEIRYPOLW  |PRNG Stream pass
14:06:58
2010-05-14 24 GL41D61 ICZ2SNOZOATDAO4-0 [DA3C  [63063T77953 DoD Short pass
14:01:46
2010-05-14 22 2UA4110605 |WDC WDE00IE- 17.0 WD-WMABES048622 [Quick Erase pass
10:50:239 DOCR
2010-05-14 22 1MIWSE1 Maxtor 6LOS0MO BANC  [L20S3BMH Quick Erase pass
10:48:52 LZ0S3BMH
2010-05-14 121 57B32Q11 ST340014A 3.04 SIX46TNN Quick Erase pass
10:47:12
2010-05-12 20 217PCB1 ST340014AS 8.12 SMQ37TXT4 Quick Erase pass
14:30:52
2010-05-12 13 DILNCB1 HDS728080PLAZB0 |PF20  |PFDB32S6R1WUBN [Quick Erase pass
10:33:24

the EBAN User - Technical Guide available from the Download web page for a
full listing and details of the available EBAN Report options.

5.2 Resetting Client Options




1. In the web browser, click Client Options.

¢~ EBAN Server Console: Client Options - Windows Internet Explorer,

@.-\— ¥~ |g, http:/{10.2.0,41 /eban/dlisnt.php V| || X | & Search B~

File Edit Wiew Favorites Tools Help

ﬂi" 41;? [@EBF\N Server Console: Client Options ] | ﬁ i D E%J i |-_::}’Eage ]

EBAN Server Console

» Client Options « Reporting Licensing Help
» Wiping «

Wipe Options

PRNG: [Mersenne Twister v
Method: [DoD Shott  |v]
Verification: [Last ¥]

Rounds: 1+

Post-wipe MBR Boot Splash: |on ¥| (schedule H.)

Logging Options
Prompt for pre-wipe barcode entry: |on v

Prompt for post-wipe barcode entry: |on v

SCSI Options
The SCSI low-level format will reset all SCSI disks to a 512-byte sector size, which is useful for recovering SCSI
disks from a SAN or other appliance that uses a non-standard sector size. The low-level SCSI format is very slow
and will increase wipe time by two hours on most computers.

5C5I device low-level format: om

e

2. Refer to the EBAN User - Technical Guide attached to the Download Instructizms
email for a full listing of the Client Option settings. Note: these options are only
valid for Target Computers that use PXE Boot to load the EBAN Client for data
clearing.

6.0 Notes for Advanced Users

6.1 Running the EBAN Server on Linux

The VMware Player is available for all current Linux distributions, so the EBAN Server
can be run on a Linux computer. Visit the EBAN download site to obtain the VMware
Player package for your Linux platform.

The EBAN Server distribution package is currently a RAR SFX file, which can be

unpacked on a Linux computer with “unrar’, or the GNOME file roller, or the KDE kio-rar
module.

6.2 EBAN Server Installation Path




The default document path for VMware Player is "%HOMEPATH%\My Documents\My Virtual
Machines", but the EBAN Server is installed to "%SystemDrive%\Virtual Machines" instead,
which is the default for VMware Server. This is because the EBAN Server is large
enough to break roaming profiles, and because some customers eventually upgrade to
the VMware Server product to get better networking capabilities.

6.3 EBAN Server Backups

Any backup solution that uses the NTFS Shadow Volume Service, like the
NTBACKUP.EXE program bundled with Microsoft Windows, can be used to make backups
of the EBAN Server. The same thing on a unix system is called a "snapshot".

Any backup solution that skews the set of VMDK files in the EBAN Server folder will make
a bad backup. If this kind of backup solution is used, the EBAN Server must be stopped
before running the backup to ensure a valid backup. Contact
ebansupport@geepglobal.com if unsure how your backup solution is implemented.

EBAN does not have a product activation mechanism, so the EBAN Server folder can be
restored (or moved) and the software will continue to function.

6.4 Privacy Disclosure

The VMware Player program will try to contact the Internet to notify of VMware Player
updates. This check should be disabled in the VMware Player Preferences by clicking
VMware Player -> Preferences... -> Web Update. VMware Player updates can break the
installation and leave the EBAN Server unavailable for further use.

The VMware Player and the EBAN Server can both run normally without Internet
access in an "air gap" environment. EBAN does not have a product activation
mechanism.

The EBAN log file, which is also called the "LSHW ticket", contains uniquely identifying
information about the hardware and software of Target Computers processed by the
EBAN Client.



